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PART 2:  

COUNTERING DISINFORMATION 

 

I. INTRODUCTION 

 

1. In Part I, we studied various types of disinformation and misinformation.  In Part 2, we take a 

look at how we can combat disinformation, in particular, by proving that the disinformation is 

false or misleading, or simply just misinformation.  This can be done in 2 broad ways: 

 

(a) Providing a better source of information that contradicts the disinformation; or 

 

(b) Showing that the disinformation is not grounded in truth, or basically lacks veracity. 

 

2. The desired end-result – We are not aiming to prove the truth in every case.  What we are 

instead trying to do is to determine if claims are credibly made, and whether the average reader 

can feel that the claim is reliable. 

 

3. This part deals with the following:- 

 

(a) The fundamentals of fact-checking; 

 

(b) Providing a sequence for fact-checking; and 

 

(c) Providing the tools for reaching a decision in fact-checking. 

 

II. STEPS IN FACT-CHECKING 

 

4. If we could broadly summarise the steps to take in fact-checking, it would be to ultimately ask 

one question: Whether one can be sure of what one is seeing or hearing.   

 

Is a piece of news about a public figure’s actions true? Is a claim true? Does a picture 

support what the caption says?  

 

Does a news video or a programme have proof of what is being said?   

 

Ultimately, we want to know if we can believe the claims made in a piece of information given 

to us. 
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5. In Singapore, the Media Literacy Council advocates a 6-tip checklist to verify disinformation: 

 
 

6. Likewise, the National Library Board of Singapore recommends following their catchy S.U.R.E. 

checklist for identifying disinformation and misinformation: 
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7. The best practices shared in both tips and checklists above can be summarized as follows: 

 
(a) Go to the source for where the information came from.  If the primary source is unavailable, 

check with credible secondary sources, and cross-check with a variety of sources to 

confirm the information.  Do you have the primary source of information? If not, do 

you have at least 2 credible independent secondary sources of information? 

 
(b) Consider whether the information is fairly and accurately described.  Are there a wide 

variety of views to take in respect of the information presented?  Is the source of the 

information credible? 

 
(c) To aid your consideration of the information, do further research to see if there are any 

other interpretations that can be made about the source information. 

 
(d) Finally, evaluate the information and express for yourself what level of accuracy you 

would give the information. 

 
III. OBTAINING THE SOURCE OF THE INFORMATION 

 

8. Where a claim is based on a source of information, the first step in factchecking is to turn to the 

source of the information.  Seeing the actual source of the information is the most credible way 

of assessing whether the claim is genuine. 

 

9. There are 2 types of sources – (1) Primary sources and (2) Secondary sources:- 

 
(a) Primary sources are, as the name suggests, primary.  Without the primary source, the claim 

fails.  If a claim is about an individual having made a statement, then the statement of that 

individual is a primary source of information. 

 

Examples:- 

 

i. A claim is made that a study had shown that a majority of people agreed that a heavy 

metal band performing in Singapore would be offensive to most religions in 

Singapore.  The actual study itself is a primary source of information that is needed 

in order to confirm if the claim is true. 

 

ii. A claim states that a judge had made a finding against members of parliament for 

committing fraud.  The written judgment is the primary source of information to 

confirm if the claim is true. 
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iii. A minister or a public figure has tweeted that the economy will not grow beyond 1 

– 3% in the next workyear.  The Twitter tweet is the primary source of information 

to confirm if the statement was actually made. 

 

(b) Secondary sources are sources that have seen the primary source of information and are 

reporting on the basis of the primary source. 

 

Examples: 

 

i. A newspaper interviews eyewitnesses of an accident and reports that the 

eyewitnesses say there was negligence involved because ordinarily, such an 

accident would not have happened.  The newspaper report is a secondary source of 

information.  The primary source is the eyewitness’s specific account to the reporter. 

 

ii. A newspaper publishes a report on a research finding that shows that older folk 

between the ages of 60 to 65 prefer to have a retirement payout of at least S$20,000 

per year.  The report is a secondary source of information.  The primary source is 

the actual research findings. 

 
iii. A ministry says in a press release that the Minister indicated in a speech that the 

economy will not grow beyond 1 to 3% in the present workyear.  The press release 

from the ministry is a secondary source of information.  The primary source is the 

Minister’s speech. 

 

10. Having a primary source of information is useful to confirm that the claim is factually true in 

terms of material.  So where we are considering a claim that a Minister or public figure has said 

something such as “there has been an uptick of cases involving drug-related deaths since we 

adopted a harm-reduction approach in drug abuse prevention”, the fact that we have the speech 

where the above statement was made means that we have the primary source of information.  In 

that sense, it is factually true that the statement had actually been made.  We must be able to 

establish this stage in order to question next whether the statement is true itself. 

 

11. Where the primary source of information is unavailable, for whatever reason, we will then have 

no choice but to rely on secondary sources of information.  In this regard it is important to keep 

in mind the following best practices in dealing with secondary information: 
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(a) Make sure you have more than 1 source of independent reporting.  Hence, have at least 2 

news reports on the same incident.  That way, you are able to cross-check whether 

something was indeed said. 

 

(b) Make sure the sources are independent.  Ideally, each source of news performed their own 

checks to publish the information.  The situation we seek to avoid is to have 2 news reports, 

with 1 report being based off the other report. 

 
(c) Ensure that both (or more) secondary sources are reporting the news similarly.  Where 

there are significant factual differences in the way the information is reported, this must 

be pointed out and checked to confirm what can be assessed to be true, or what remains 

doubtful. 

 

12. Always be sceptical about a claim that has no primary or secondary source of information backing 

it up. 

 

IV. EVALUATING WHETHER THE CLAIM IS CREDIBLE 

 

13. Past the initial stage of determining the primary and secondary sources of information, the next 

stage is to assess the veracity of the information.  There are a number of methods of discerning 

how credible the information is, and we can arrange these methods into a sequence to assess how 

to verify the information:- 

 

(a) Read the claim and sources of information again to determine the internal consistency of 

the claim and the information.  If there is overall internal consistency, that claim, or that 

particular source of information, is likely to be true. 

 

(b) Is the claim consistent with an established matter of public history, literature, science or 

art?  If what the claim states is consistent with such available sources, then the claim is 

likely to be true. 

 
(c) Is the claim an admission or a confession, or based on an admission/confession?  If it is, it 

is likely that the claim is true. 

 
(d) Is there a dispute of fact regarding the claim?  If there are no disputes to a claim, then the 

claim is likely to be true.  If there is a dispute of fact, then one should look at the differing 

claims/sources of information to determine (a), (b) and (c) above to make a decision on 

whether the claim is true. 
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(e) Does the claim or its basis come from a reliable source of information?  If it does not, you 

should reconsider believing the claim. 

 
(f) Are there reasons to be sceptical of the claim or its basis?  If there are such reasons, 

measure these reasons against (a) to (e) above.  If (a) to (e) outweighs the reasons to be 

sceptical, it is likely that the claim is credible. 

 

14. Verifying the internal consistency of a claim – In many instances of disinformation or 

misinformation, there is a lack of internal consistency or logic.  A set of statements are logically 

inconsistent if they cannot all be true at the same time, or seen in another way, the statements 

contradict each other. 

 

Example: 

   
 

Comment: The above article is logically inconsistent.  The prosecution, as the article 

acknowledges, was charging the officer responsible in the training incident for committing a rash 

act causing death.  The Minister, uninvolved in any act that directly or indirectly caused the 

accident, cannot therefore have been “let off the hook”.  What the above article essentially wishes 

to express is his view that the Minister should be responsible for all training accidents in the SAF. 

This is however, not something that the Court decides but the writer has conflated that with the 

criminal litigation process.   
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15. Matters of public history, literature, science or art – These are matters that are generally 

verifiable against records held by public institutions.  An example of such public institutions are 

the matters that are kept recorded in the History SG online resource portal. 

 

 
(Source: http://eresources.nlb.gov.sg/history)  

 

16. Admissions and confessions.  An admission or confession, especially one that is made against 

the interests of the party admitting or confessing, is highly credible and a good sign of where the 

truth lies. 

 
Examples: 

 

i. In early 2019, a media journalist published an article depicting her own experience of a 

time during general elections in Singapore.  She indicated in the article that her news 

agency had been used by a political party to spread information about an opposing party’s 

candidates, leading to adverse consequences.  When informed that this was an error and 

untrue, as the political party had made it public knowledge that they had released the 

information, the media journalist published a correction and apologised for her error.  The 

apology and correction represent an admission and confession of the inaccuracy. 
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(See: http://bit.ly/BerthaPost) 

 

ii. In mid-2019, the Straits Times reported about an Indonesian maid who had been accused 

of murder.  The newspaper erroneously relied on a picture of another maid as depicting 

the Indonesian maid on trial.  When a member of the public (the employer of the other 

maid) pointed this out, the Straits Times issued a correction: 

 

 
(See: https://blackdotresearch.sg/is-this-woman-daryati-an-indonesian-maid-standing-

trial-for-murder/)  

 

The correction by the Straits Times is an admission that can be relied on to confirm that 

there had been earlier misinformation. 

 

Caution: Not every admission or confession is to be taken to be true.  While in most cases, 

it is likely that the admission or confession points to the truth, there have been cases in the 

past where this was not the case.  It is important to also consider whether the admission or 

confession was voluntarily given, whether there was any pressure or threat for an 

individual or an organisation to make such an admission or confession. 
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17. Disputes of fact.  This is where a claim is inconsistent with another claim.  The existence of a 

dispute of fact leads to a suspicion that the claim is untrue. 

 

Example:  

 

A claim is made that the Malaysian Ministry of Finance has replaced RM 50 notes with 

RM 60 notes.  However, the Minister has in fact publicly denied having done so and, in 

fact, clarified that the RM 60 notes were commemorative notes that were issued in limited 

numbers for an important occasion in Malaysia’s history.  The Minister’s public denial is 

a dispute. 

 

 
(Source: https://blackdotresearch.sg/is-the-malaysian-government-banning-the-50-
ringgit-banknote-and-replacing-it-with-60-ringgit-banknotes/)  

 

In the event of a dispute of fact, we need to assess which version of the claim is more credible 

than the other.  This can be resolved by considering the logic and reliability of the sources of 

information giving rise to the competing claims. 

 

18. Identifying reliable sources of information.  The following are sources of information that 

should warrant greater trust and reliance because their methods of retaining information or 

reviewing information give their information products more credibility as a whole:- 

 

(a) Court proceedings and judgments – Documents used in court proceedings are attested, i.e. 

sworn or affirmed before a notary public, commissioner for oaths, or some judicial 
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authority.  More so, court proceedings, where a judge has had the chance to observe all the 

relevant evidence and make a finding of fact.  Where accepted as fact, this provides a good 

basis for reliance. 

 

(b) Parliamentary proceedings that have undergone debate – In most countries, the legislature 

debates bills in Parliament to determine whether to pass laws.  These debates are rich in 

claims and the basis for these claims.  A bill that has undergone debate would generally 

have received some of the highest levels of scrutiny, and because of the public nature and 

adversarial nature of the debates, it is usually possible to identify whether a fact is truly 

stated or otherwise – at the very least, the reason(s) for rejecting a claim would be a matter 

stated on record. 

 

(c) Responsible mainstream media agencies – The ideal mainstream media reporting agency 

would be completely independent and report on a matter as fairly as possible, acting in 

good faith, where this is possible.  An indication that a mainstream media agency is 

responsible and reports fairly is where the agency accords a subject of reportage the right 

to reply, carrying in full such responses to its questions, checks facts before delivery, and 

observes instructions (such as embargo instructions, where the news on an official 

announcement is asked to be released at a later time). 

 

(d) National archives and historical archives – Matters of history and similar topics that are 

preserved in archives, and which are made publicly available, are valuable for their 

contemporaneity, i.e. that they were written or stored since a certain point in time.  This 

makes them valuable for us to verify against recent claims of the same events.   

 

(e) Published scientific and research journals – Similar to national archives and historical 

archives, published scientific and research journals are useful as the primary sources of 

information from which claims are made.  In many instances, while the news provides a 

snapshot of a new discovery covered in a published scientific journal, the actual journal 

article would provide the full findings, including any qualifications and exclusions from 

the research.  It is also important to note that any responsible and respectable journal takes 

its credibility very seriously.  Hence, if a claim itself was based on a scientific article that 

has been rejected, this would be strong indications to reject the claim as being 

disinformation or misinformation, e.g. the original basis for the anti-vaccination 

community was in an untrustworthy medical science article published in the Lancet journal.  

The incriminating article was later retracted by the Lancet journal once the UK General 

Medical Council’s Fitness to Practise Panel adjudged that the writer, Andrew Wakefield, 
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had falsified a number of claims in the article (see: 

https://www.thelancet.com/journals/lancet/article/PIIS0140-6736(10)60175-4/fulltext). 

 

(f) Encyclopaedias of general use – Online encyclopaedias are highly useful sources of 

information for factchecking.  For this purpose, it is important that you locate an online 

resource that is reliable and preferably has already been reviewed by experts.  Below we 

have listed a number of such encyclopaedias which are well-regarded as reliable sources:- 

 
i. Infopedia (http://eresources.nlb.gov.sg/infopedia/) – Free online resource providing 

articles on the history of Singapore, as well as the background to various key 

institutions of Singapore.  Take note however that this is a Singapore Government 

Agency Website. 

 

ii. Encyclopedia.com (https://www.encyclopedia.com/) – Free online resource that 

allows you to search more than 57,000 articles from the Columbia Encyclopaedia. 

There are also other reference works included, such as the Oxford dictionaries and 

the Britannica concise encyclopaedia. 

 

iii. Scholarpedia (http://www.scholarpedia.org/article/Main_Page) – This is a useful 

resource for investigating topics related to science and technology.  This is a peer-

reviewed, open-access encyclopaedia that is written and maintained by a team of 

scholars from various parts of the world.  The articles are either in the process of 

being written or have already been published and are subject to expert curation. 

 
iv. Stanford Encyclopedia of Philosophy (https://plato.stanford.edu/entries/it-privacy/) 

– This is an encyclopaedia project originating from Stanford University in the 

United States of America.  Beginning as a prototype of a dynamic reference work 

on the concept of an online dictionary of philosophy, this has grown to become a 

unique digital library with over 1,600 entries from various scholars,   

 

What about Wikipedia (https://www.wikipedia.org/)? Unfortunately, Wikipedia is not an 

encyclopaedia resource that we can safely rely on without question.  As it is user reviewed and 

edited, there is no guarantee of quality.  That being said however, Wikipedia is a useful resource 

as a starting point for research, as most articles contain links to more information for you to 

independently verify a claim. 

 

19. Scepticism on possible mis/disinformation.   
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Most disinformation or misinformation takes place in the online space, from websites that have 

a motive to spread such disinformation or misinformation.  The key to remember is that such 

authors of disinformation have no interest in conveying truth – They are trying to provoke a 

reaction and convince the reader to choose to react in a certain way.  Some indications of such 

claims that could be disinformation / misinformation are:- 

 

(a) The claim in question is emotive and seeks to provoke an emotional response from you.  

There is excessive punctuation (!!) or ALL CAPS being used for emphasis.  Reliance 

may also be placed on photographs showing graphic imagery of violence or suffering. 

 

(b) The claim contains elements of speculation.  It claims to reveal a secret, or purports to 

tell you something that “the media doesn’t want you to know about this”. 

 
(c) The claim comes from a website that relies heavily on advertising revenue, does not 

actively enforce strict editorial standards, and reduces its news into memes or such 

similar forms to facilitate easy sharing. 

 
(d) The writer of the claim is potentially an online troll – One who posts inflammatory 

statements and oftentimes, deliberately attacks others.  A sign of a troll is where he or 

she has taken differing and contradictory viewpoints at different points in time.  This is 

because the troll is unconcerned with being factually accurate or convey a balanced view.  

The troll adopts whichever viewpoint that has the highest likelihood of sparking off a 

firestorm of reactions from readers. 

 

V. FACTCHECKING TAKEN TO DIGITAL MEDIA 

 

20. Not all claims are made by way of written text.  Many claims are conveyed by way of audio, 

image or video.  In factchecking such digital media, the primary focus is on identifying if such 

media is genuine or altered, or misdescribed, to seem what it is not.  If the media is genuine, the 

rest of the factchecking process remains the same – to verify whether the claim in such media is 

credible or not. 

 

21. Most technological methods of identifying doctored or altered digital files are complex and under 

the ambit of digital forensics, where experts have the means to scrutinise the code in each digital 

file to determine if any editing has taken place.  How this is done and whether it is effective is 

beyond the remit of this guide. 
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22. We focus instead on what layman tools are available, and what steps can be taken to verify digital 

media that readers (and users) come across. 

 
23. In general, where media files comprise of statements made by a public figure, verification is more 

easily available because there would be original content to compare the potentially false media 

file against.  There could also be disputes of fact arising, where the public figure states that he or 

she did not make a statement or he gives a clarification as to what he or she had actually said. 

 
24. For picture and video files, an online digital tool available is the image search engine that 

permits images and screengrabs of videos to be uploaded or linked so that sites carrying the image 

or video can be found.  We list 2 examples below that frequently come into use by us – Google 

image search (https://images.google.com.sg/?gws_rd=ssl) and Tineye reverse image search 

(https://tineye.com/). 

 

 
 

 
 

Steps we take: 

(1) We either download the image or take a screen capture of the video. 

(2) The image is then uploaded to either search engine to perform the search. 

(3) The results are reviewed by filtering results on the basis of the oldest record of the image 

(or similar). 
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Through the above steps we might be able to identify whether the image has been used 

previously and what form it took previously.  The differences between a previous version of a 

picture and the latest version, or even the entire context of a video, may be revealed through 

comparing the results from an image search. 

 

Effectiveness:  We can say that the reverse image search engine has provided critical assistance 

in factchecking, though this is not foolproof (see cautionary statement below). 

 

 

 
Through image search engines, we were able to conclude that this post was misleading because the 

above image did not show pork being passed off as halal in Singapore.  It was actually an image of a 
mistaken packaging that took place in Nigeria a few years ago (see: 

https://blackdotresearch.sg/factcheck-halal-pork-in-singapore-again/). 
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Through image search engines, we were able to conclude that the post on the left was a doctored 
picture that had been modified from an earlier meme (see: https://blackdotresearch.sg/factcheck-

during-the-7th-month-hungry-ghost-festival-this-year-were-there-models-of-the-cpf-building-being-
burnt-as-offerings/)  

 

 

Caution: Verification by image or video search is far from foolproof.  Notably for video 

searches, if the video itself is obscure and no similar screengrab of it has been featured on the 

web before, image search engines will be unable to locate the original video.  In such instances, 

it is useful to rely on the factchecking methodology to see if the digital media file is reliable. 

 
VI. RATING THE CLAIM 

 
25. We generally have a three-colour system for assessing a claim.   

 

(a) Red refers to claims that readers should not believe or be extremely cautious in believing.   

 

(b) Yellow refers to claims that could be satirical or remain to be proven.  

 
(c) Green refers to claims that are likely to be true or true.  Within each colour are icons to 

summarise our view of the claim, which we share with you as follows: 

 
 



Page  16 

Icon Definition (Please note the following are not exhaustive and 
serve as examples of what the relevant icon could mean) 

 

FALSE 
The claims made in the article/post are disinformation. 
 
MISLEADING 
The claims made are taken grossly out of context from the 
supporting material. 
 
BASELESS 
The claims made in the article/post are unsupported by any 
evidence. 
 

 

INCORRECT 
The claims made in the article/post are untrue, however, this is not 
likely to be a product of disinformation, rather it is probably an 
error on the part of the author. 

 

MIXTURE 
There is a mix of facts and untrue claims, but there are 
significantly more untrue claims than facts. 
 
EXAGGERATION 
The claims made are a stretch of logic or a stretch of the meaning 
that can be derived from the evidence. 
 
OUT OF CONTEXT 
The claim takes the supporting material out of context even 
though the supporting material is true. 
 

 

SATIRE 
This refers to a statement that is:- 
(a) deliberately false; 
(b) comedic, humorous, and  
(c) expects the reader to understand that it is false and intended to 
make sarcastic reference to another factual situation. 



Page  17 

Icon Definition (Please note the following are not exhaustive and 
serve as examples of what the relevant icon could mean) 

 

REMAINS TO BE SEEN 
The claims in the article/post cannot be verified. 
  

 

LIKELY TRUE 
This refers to a statement that is generally true but lacking in one 
or two aspects.  Particularly used where there is no opposing 
evidence to a claim made. 
 
JUSTIFIABLE 
Where a statement has not been backed up, but there is no counter-
evidence and the weight of opinion is in favour of the statement. 
 

 

CREDIBLE / TRUE 
This refers to a statement that is supported entirely by fact (and 
proven so). 
  

 
 
 


