
 
 
Information Operations in the Russo-Ukrainian War and Key Takeaways for Singapore 
 

• The use of manipulated historical narratives to justify invasion has been a key feature in 
the Russo-Ukrainian War. Similarly, Singapore is susceptible to distorted historical 
narratives as tools of disinformation due to periods of shared history with its neighbouring 
countries. 
 

• The legislative framework developed in Singapore to combat disinformation (POFMA, 
FICA) is no longer sufficient. Cooperation with civil society and teaching information 
literacy is necessary to navigate today’s complex information landscape. 
 

DISTORTED NARRATIVES AS DISINFORMATION 
 

Speaking on 21 February 2022, three days before ordering troops into Ukraine in a full-scale 

invasion, the Russian President Vladimir Putin laid out his justification for his forthcoming 

actions: ‘Modern Ukraine was entirely created by Russia or, to be more precise, by Bolshevik, 

Communist Russia,’ he claimed, before further contending that the creation of Ukraine 

‘sever(ed) what is historically Russian land’. 

 

With this insidious piece of revisionism, Putin marginalised almost in its totality the complex 

history of the Ukrainian identity, from its distinct political and religious structures from the 13th to 

17th centuries, to its struggle and revolt against Polish rule in the 1600s, to a failed uprising 

against Russian influence in the 1800s that led to Russian domination over Ukrainian territory 

and the Ukrainian identity being suppressed for the next two centuries. In fact, Soviet dominion 

in the country was only established after the Bolshevik army defeated a newly independent 

Ukrainian republic in a war following the collapse of the Russian Tsarist empire. 

 

Far from being an isolated incident, Putin’s speech was but one of many instances that make up 

the Kremlin’s concerted effort at promulgating disinformation. These campaigns have been 

delivered across multiple vectors, encompassing official sources such as state media and 

government spokespersons, as well as covertly operated networks of troll farms, anonymous 

social media accounts and online sources that produce dubiously altered digital media. The 

disinformation itself has also assumed various forms, ranging from outright falsehoods to more 

subtle assertions that rely on the manipulation and selective presentation of historical facts to 

support a favourable narrative.  

 

https://www.politifact.com/article/2022/feb/23/putins-one-sided-history-ukraines-relationship/
https://www.politifact.com/article/2022/feb/23/putins-one-sided-history-ukraines-relationship/


 
 
The actions of the Putin regime may appear distant to Singaporeans given our relatively 

subdued regional security environment, but a closer examination reveals parallels between 

Ukraine and Singapore that may translate to shared vulnerabilities to foreign propaganda and 

disinformation. For one, both countries have achieved modern statehood relatively recently and 

have a history of control by powers abroad. Another crucial factor is the presence of multi-ethnic 

societies with groups who have roots in neighbouring countries that are also regional powers. 

These shared characteristics make Singapore a strong candidate for disinformation campaigns, 

making it vital that we use the lessons from Ukraine in countering the threat. 

 

MUTING THE MEGAPHONE 

 

Ukraine’s strategy in combating disinformation has been heavily influenced by events in 2014, 

when Russian social media and television networks played central roles in spreading 

propaganda during the annexation of Crimea and the war in Donbas in 2014. At the time, 

Russian media had a strong foothold in Ukraine, especially among the Russian-speaking 

population concentrated in the east and south of the country. A survey conducted by USAID 

found that more than 12% of the population consumed Russian television in 2015, while 25% 

were actively engaged with Russian online media. Furthermore, the same survey found that the 

Russian social media apps vKontakte and Odnoklassniki were used by over 40% of the 

population, and half of these users relied on the apps for news. 

 

In recent years, the Ukrainian leadership has taken significant steps in limiting the availability 

and operations of Russian media. In addition to Russian state broadcasting being banned in 

2014, 2015 also saw vKontakte and Odnoklassniki along with the search engine Yandex and 

the mail service Mail.ru. In 2021, the Ukrainian President Zelenskiy also banned the pro-

Russian TV channels 112, NewsOne and Zik, all of which were connected to the Putin-linked 

Ukrainian oligarch Viktor Medvedchuk. These steps have contributed to the decline of the 

Russian media presence in Ukraine. By 2018, consumption of Russian TV, digital media and 

social media had roughly halved from their 2015 levels. Ukraine is not alone in recognising this 

threat. Post-Soviet countries, often the most vulnerable to Russian disinformation, have long 

been aware of Russian media manipulation as part of its broader military and political strategy, 

https://www.washingtonpost.com/world/national-security/inside-a-russian-disinformation-campaign-in-ukraine-in-2014/2017/12/25/f55b0408-e71d-11e7-ab50-621fe0588340_story.html
https://www.washingtonpost.com/world/national-security/inside-a-russian-disinformation-campaign-in-ukraine-in-2014/2017/12/25/f55b0408-e71d-11e7-ab50-621fe0588340_story.html
https://internews.org/wp-content/uploads/legacy/2018-09/2018-MediaConsumSurvey_eng_FIN.pdf


 
 
and several had already banned or heavily restricted Russian state broadcasting in their 

territories on the grounds of national security following Russia’s war with Georgia in 2008. 

 

This approach to foreign media has undoubtedly been rather heavy-handed, but it must be 

considered within the context of Ukraine being at war since 2014. Russian media and 

disinformation have shown to be capable of inflicting material consequences on Ukraine’s 

defences and the lives of those who operate them. vKontakte, for example, was found to have 

been used to propagate malware that was then exploited to track Ukrainian artillery units from 

2014 to 2016. Television, on the other hand, is highly capable of sparking public unrest in a 

country where around four in five people regularly watch broadcasts. This proved to be the case 

in 2014, when Russian TV channels widely reported a concocted story of a three-year-old boy 

being crucified in the town of Sloviansk by Ukrainian soldiers. 

 

It is, however, unlikely that media restrictions alone will be effective in quashing disinformation 

comprehensively. The same survey by USAID found that from 2015 to 2018, the use of 

Facebook in Ukraine had more than doubled from 27% to 57%, and that the majority of users 

had begun to rely on the platform for news–meaning that Facebook had effectively replaced the 

role of vKontakte in Ukrainian society. Newly migrated audiences such as these continue to be 

exposed to the waves of Russian state-sponsored disinformation that are widespread on non-

Russian social media platforms such as YouTube, TikTok, Twitter and Facebook. These 

platforms have come to the fore of Russian disinformation efforts following the recent invasion. 

YouTube, for example, had removed over 1,000 channels and 15,000 videos spreading Russian 

disinformation by mid-March, while TikTok was host to a coordinated propaganda campaign in 

support of the war by Russian influencers despite being banned in Russia. The social media 

platforms’ inconsistent approach in enforcing their content policies suggest that they are likely to 

remain potent sources of disinformation in the future. 

 

The rising popularity of social media has also heightened cybersecurity vulnerabilities created 

by users unfamiliar with the best practices when using online platforms, and highlighted how 

these vulnerabilities could be exploited for disinformation campaigns. Recent months have seen 

Russia-aligned hackers support the war effort by breaking into the Facebook accounts of 

Ukrainian soldiers and using them to conduct disinformation-based influence operations, such 

https://www.rferl.org/a/moldova-bans-reussian-tv-kremlin-disinformation/29013217.html
https://www.reuters.com/article/us-cyber-ukraine-idUSKBN14B0CU
https://www.theguardian.com/media/2022/mar/15/russia-disinformation-social-media-ukraine


 
 
as by posting content about Ukrainian troops surrendering and calling for the others to follow 

suit. A further concern is a new law passed by Russia in 2015 that requires social media 

companies processing data on Russian citizens to store their data on local servers. While the 

law has been loosely enforced so far, this stipulation could give Russian intelligence and 

affiliated disinformation operations backdoor access to the platforms and the data of foreign 

users, as social media platforms do not necessarily distinguish the data of its users based on 

citizenship. 

 

NEW CHALLENGES, NOVEL SOLUTIONS  

 

In countries like Singapore, where national security concerns have to be balanced more 

carefully against demands for media freedoms, greater discretion may have to be exercised 

before imposing such stringent media controls. Authorities have instead focused their efforts on 

developing the legislative framework to address disinformation, such as through POFMA 

(Protection against Online Falsehoods and Manipulation Act) and FICA (Foreign Interference 

[Countermeasures] Act). Judicious application of these legal tools may help safeguard the 

fragile information environment for Singaporeans.  

 

Even so, it is important that Singapore remain vigilant against false narratives propagated via 

the media and the greater information environment and take decisive action when required. A 

potential vulnerability may emerge in the continued presence of state-controlled networks such 

as RT (formerly Russia Today), China Central Television (CCTV) and China Global Television 

Network (CGTN), whose roles in distributing propagandised narratives is well documented. 

Attention must also be given to potential proxy sources of disinformation such as sympathetic 

local journalists, public figures and academics who may benefit materially for portraying their 

patrons in a positive light. The cases of Huang Jing, a former American academic on Chinese 

politics at the National University of Singapore who was identified by the Ministry of Home 

Affairs as an agent of foreign influence, and his student Yeo Jun Wei, a local who was convicted 

of spying for China in the United States, are illustrative in this respect. 

 

While government-led action on disinformation is often the most prominent, the sheer volume of 

fake news we are exposed to daily makes it impractical for governments to address any but the 

https://www.cbsnews.com/news/ukraine-military-officials-facebook-hackers-russia-belarus/
https://www.dw.com/en/russia-tightens-internet-controls-makes-it-easier-to-spy-on-citizens-critics-say/a-18690498
https://www.dw.com/en/russia-tightens-internet-controls-makes-it-easier-to-spy-on-citizens-critics-say/a-18690498


 
 
most pressing of cases. Fortunately, the example of Ukraine provides possible solutions for 

meeting this critical need without expending excessive resources. The Ukrainian government 

mobilised by updating its Doctrine on Information Security in 2017, a step that officially 

established the specific threats faced by the country, and also harmonised and empowered the 

efforts of state institutions in combating disinformation. In addition, the government combined 

this with a whole-of-society approach by working with civil society organisations, particularly in 

areas where it lacked expertise. Some of the most prominent actors fighting disinformation in 

Ukraine, such as the non-governmental organisation the Ukraine Crisis Media Centre (UCMC), 

originated as civic initiatives predating the new government policy before the two later joined 

forces. 

 

The inclusion of civil society organisations helped Ukraine revamp its approach to disinformation 

by empowering institutions that were more agile and better prepared to meet the challenge. The 

UCMC, for instance, began working closely with state institutions to help reform and improve 

their communications, as well as conducting targeted information campaigns. These campaigns 

effectively acted as pre-bunking initiatives—the act of pre-emptively releasing information that 

would help refute and strengthen confidence against falsehoods that might emerge in the future. 

One of the most notable examples saw it working with the Ukrainian army to give a voice to 

soldiers at the frontline and shine a light on their activities in an effort to dispel Russian 

narratives that depicted the army as weak and not worth joining. The result was profound and 

the effect almost instantaneous. According to surveys conducted by the news agency UNIAN 

(Ukrainian Independent Information Agency of News), more than two-thirds of Ukrainians in 

2011 believed the army was not capable of defending the country and almost half thought 

serving in the army was a waste of time. In contrast, the Armed Forces of Ukraine was the most 

trusted institution in the country by 2020. 

 

Such activities exemplified the advantage that civil society organisations had in terms of expert 

knowledge, flexibility and creativity over state institutions, and showed how cooperation 

between the two addressed some of the previous blind spots. The new focus on information 

policy to better explain government decisions was accompanied by intensified fact-checking 

activities led by organisations such as StopFake, a fact-checking website, and InformNapalm, 

an open-source investigation community. These helped bridge the gap of trust between 

https://www.unian.ua/politics/544807-yak-ukrajintsi-stavlyatsya-do-slujbi-v-armiji-opituvannya.html
https://www.unian.ua/politics/544807-yak-ukrajintsi-stavlyatsya-do-slujbi-v-armiji-opituvannya.html
https://www.unian.info/society/trust-in-government-poll-reveals-public-attitudes-in-ukraine-11135681.html
https://www.unian.info/society/trust-in-government-poll-reveals-public-attitudes-in-ukraine-11135681.html


 
 
government and the public that had seen large numbers of users circumvent bans on media by 

using virtual private networks and similar technologies. InformNapalm’s research has continued 

to track Russian movements in Ukraine, recently identifying a unit accused of war crimes in 

Bucha, while StopFake has shared their tools and methods and conducted media literacy 

projects to help both organisations and citizens improve their resilience against disinformation. 

 

RESILIENCE FROM THE GROUND UP 

The high rate of internet penetration and digital device ownership in Singapore means that 

media controls and legislation can act only as parts of the solution, and a global regulatory 

approach to reform social media still appears to be some way off, if one ever emerges. 

Governments that communicate effectively and honestly and work proactively to fight 

disinformation will have an advantage in shielding their citizens, but it is inevitable that their 

message fails to reach sections of society that are closed off or lack trust in their leaders. The 

example of Ukraine has shown that civic initiatives are both quick and effective, and that they 

can act as valuable interlocutors between the government and its people. 

 

The disinformation of today has evolved beyond its conventional forms to encompass 

misinformation, which includes falsehoods unwittingly given credence by otherwise respected 

sources, as well as malinformation, which relies on real information cherry-picked and 

presented without context to suit fictitious narratives, or even blended with falsehoods to further 

confuse target audiences. These are accompanied by advances in technology that make it 

easier to falsify information, such as deepfake artificial intelligence, as well as opaque 

algorithms on certain apps that hide the provenance of the hosted content. A resilient and 

informed population is the most powerful resource any country can have in combatting this 

broad threat, and as such, a whole-of-society approach is essential. Ukraine’s existential fight 

against disinformation has illuminated lessons for the best path forward, and it is now up to 

other free societies to carry the torch forward before our freedoms are also threatened. 

https://informnapalm.org/en/war-criminals-identified-personal-data-of-scouts-of-the-russian-64th-motorized-rifle-brigade/
https://informnapalm.org/en/war-criminals-identified-personal-data-of-scouts-of-the-russian-64th-motorized-rifle-brigade/

